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1. CSROIERL

-CSR%:’{/E&Lij-O ﬂ"ﬂ*‘i“ﬂ'mu_nnm Aoy, Mo e sl | setn
sk _iocations  GLE Sarvioes Males  bava  Aptimirer  Howllon :n-uum i | SLM | Ratw | Cloud Cradentials

K CSRDIER AL, LLFDWebR—UET ST, s v
https://www.cybertrust.co.jp/ssl/support/csr.html = S50 Catalos Ubnkold All / Fokd A3

Tha 55L Catalogy pontan thi MESsITES ¥

¥ S5 Server Ceriificales Calalog H | B
Decryptiog S50 Trabll: Tha S51 Servar Cortiicaban Cabikod sonbira the cerbhcatin o S5L barvici vou wilh 1 dedrvel

1. Administration interface ~NAOJ 1/ . 7

B DNRREC Privats Kays cataleg

Home@@b\,\o[Catalogs]gj\%7|J\y7L/$'d_o o wetitheg DPESSEC dripeiobrts! TTon CPGSSEC Drr dhe Ky s CHBHY COPLIRYE D7y 308 bk L DO Bar DA SES sutftr e 8l 00N s

B Cortificate huthoritien med Cortifh Links calaton T

2. [SSLRT&ED)vILEYT, CSares A e i S Tt catfcanen ook 4 CUEACHTS Mmoo coeRace

B SNl Clesk Corfficales caladog

s whan sthsnbosting

Ianiitying Curvelves when Re-sacrypting Trsilic The 55, Chent Certicates Cataiog tonksns SR oetfcaten upsd whan the Trafc Manager nesdi to subfsnboats sualf

3. [SSL Server Certificates catalog]=%')w7 L%

ER

4. [Create new SSL certificate] D[ Create Self-
Signed Certificate / Certificate Signing

4 Home | @ Services | [0 Catalogs | & Diagnose ¥ Activity| # System Wizards & Help
Request ] &)oL ET, . . N e B — _
Catalogs: Locations GLB Services Rules Java Aptimizer Monitors | 51 > Server Certs | Authenticators  Protection Persistence Bandwidth SLM Rate

Cloud Credentials Extra Files

SSL Server SSL Server Certificates Catalog
Certificates . "
Catalog Decrypting SSL Traffic: The SSL server certificates catalog contains the certificates for the SSL services you wish to decrypt.

Your certificates catalog is empty.

Create new SSL certificate

SSL certificates are used to identify the SSL services you are running, and they are needed to decrypt SSL traffic. Self-signed certificates should be signed by a Certificate
Authority before being used on publicly-accessible services.

Create Self-Signed Certificate / Certificate Signing Request n

Import SSL certificate

You can import an SSL certificate (and corresponding private key) here.

[#] tmport certificate

©Cybertrust Japan. All rights reserved. www.cybertrust.ne.jp
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1. CSROIERL

EE
5. [Name]I[ZEEDEHRLEIEELET, Create New SSL Certificat

This form lets you create a new, self-signed certificate. You will then be able to create a

:O)'ﬂE{i\ EE Eﬂ %@Eﬁﬁﬂ%@(‘fw:'fﬁﬁﬁ L,i'd'o Certificate Signing Request for this certificate.

Xg*ﬁ;ﬁd)i%é{j:\ {6]0){@75\@% é?h,iﬂ'o Enter a short name to identify your certificate. If you leave this blank, the 'Common Name'
field will be used.
6. [Common Name (CN):]IZ. IEERRIZHEE#t T BHURLD S 5]

FQDN & EELET,

The public DNS address of your server, such as 'secure.yourcompany.com'

{EJ) https://WWW.CYbertrUSt.ne.jp/index.html Common Name (CN): www.cybertrust.ne jp n
= Www_cybertrust,ne,jp The name of your organisation, such as 'Your Company’:
_ Organisation (0): Cybertrust Japan Co. Lid.
. . - =% s -+ =

7. [Organlsatlon (O)]L_ I EE CIE %ﬂ%ﬁko)% ﬁl]i (9&% ) ] E*El The unit within your organisation, such as 'Sales"

ELEYT

o Organisational Unit (OU): |Technical Divisicn ntignalj

8. [Organisational Unit (OU):JICEEDE (FFELRE) R il

i : Winatao-ki
%TE,E'EL/-QE?—O Location (L) inato-ku n

Your state or province, such as 'Somestate’

><2022£|E6H 23 H u[ﬁl:%ﬁéhéﬂ—/\‘—éﬁﬁﬂ%l:(i’é‘ih State (5): Tokyo (required for US only)
A, _

Your two-letter country code, such as 'Ug’, 'GB' or 'FR:

Xlwfﬁfigﬁf‘%*ﬁb‘iﬁ/vo Country (C): JP

9. [Location (L):]I= B AL T EFTHEFR OO AT AT
#(RB)XKIEEELET . |
Xﬁjﬁ 23 lz{ilz%éj:ﬁﬁl“ij—" Private key size (1024 bits recommended):

Key size:

Create cerificate ]

©Cybertrust Japan. All rights reserved. www.cybertrust.ne.jp



1. CSROIERL

10.

11.

12.

13.
14.

[State (S): ]I RO Z=ZEFEATOIEER R4
() IZH/ELFTT,

[Country (C):]ICEEZEMMOIEL (PEE) 12T
LET,

[Expires in:]I&CSREBRFIAERSNDBE EZERLFAD
AERRZEDOEDHAREHRELE T,

CSROHEH MSFEITINBEEBAZEIZITHEN RN
. TIAHILNTHENER A,

[Key size:][%[2048 bits | ZFEELE T,

I RTDOA DDA >1=5. [ Create certificate | 7R
DEDI)VILET,

Create New SSL Certificate

This form lets you create a new, self-signed certificate. You will then be able to create a
Certificate Signing Request for this certificate.

Enter a short name to identify vour certificate. If vou leave this blank, the "Common Name'
field will be used.

Name:

The public DNS address of your server, such as 'secure.yourcompany.com'
Common Name (CN): www.cybertrust.ne jp

The name of your organisation, such as 'Your Company’:
Organisation (0): Cybertrust Japan Co. Lid.
The unit within your organisation, such as 'sales"
Organisational Unit (OU): |Technical Divisicn {optional)
Your location (town or city), such as 'Anytown':

Location (L): Winato-ku

Your state or province, such as 'Somestate’

State (S): Takyo

uired for US only)

Your two-letter country code, such as 'Ug’, 'GB' or 'FR:

-

Country (C): P
How long should this certificate be valid for:

RIE 12

Expires in:

Private key size (1024 bits recommended):

-2048 hits k]

Key size:

[ Create cerificate

©Cybertrust Japan. All rights reserved. www.cybertrust.ne.jp




1. CSROIERL

15. [Your configuration has been updated. ] &
RSN, FFELEENRREINET,
CIREDEICSEEVAEL D, FERL
TLEESLY,

16. [Export CSR / Sign Certificate |Z%')wL
9,

SSL
Certificates
Catalog

" Your configuration has been updated.

SSL Certificate: www.cybertru

This form lets you edit, copy, sign or delete your SSL certificate.

Last Modified: 29 Jul 2013 10:51

Edit certificate

Certificate Name: www.cybertrustne.jp
Common Name (CN): www.cybertrust.ne jp
Organisation (0): Cyberrust Japan Co. Ltd

Organisational Unit (OU): |Technical Division

Location (L): Minato-ku
State (S): Tokyo
Country (C):

Valid for: - _E
Key size: bits

Notes (not public):

Update Cerlificate

Copy certificate

Enter a short name to identify your new certificate:

Save As: | Www.cyberrustne jp (o Copy Certificate

Certificate signing

This is a self-signed certificate, so it is not suitable for a publicly-accessible service. For this purpose, vou should abtain a certificate that
has been signed by a trusted 'Certificate authority'.

Export CSR / Sign Certificate

Delete certificate

This certificate is not used by any virtual servers.

Delete cedificate ] Confirm

©Cybertrust Japan. All rights reserved. www.cybertrust.ne.jp
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. [Certificate Signing Request (CSR)]IZCSROAR BN ZFE

m é hij_d)-t\‘\ |_ """ BEG I N N EW CE RTI FICATE This form helps you to sign your certificate.

REQU EST """ J 75\6 |_ """ END NEW CE RTlFICATE Certificate Signing Request (CSR)
REQU EST _____ @ﬁB/ \3':"67&%'(:5_ L/ 7__:FZI\77 ‘cr':rL-Jtri’ﬁ(E:;i.ﬁcate Authority will use this Certificate Request text to create and issue a trusted certificate, based on thi
ANANBEYRT TERDOERTTRELTWESY, | == - -

_ . MIIC1zCCALBCACRAWIREXCzRAJBgNVEBRAY TRRp MO ewDAY DV IEWVULZtShzESMBAG
XEEE@CSR(;’U’)j)l/—Cj_O — EE l lj: *ljﬁﬁb\f’ H’i‘tf/uo A1UEExMITWLuYXRvIWt IMS IwIAYDVQOEEx ]l DeWIlenRydXN0 IEpheGFuTENvL L xM
dGQUMRSWEQYDVQQLEXJUZWNobml § YWwgRG12 aXNpb2 4 XETABEgNVBAMTFEA2dy 5]
eWI1enRyd¥NOTmS 1 TmpwMT TET EBNEgkghk1G9wOBAQEFALOCAGAAMT TRCORCAQER
zorQ2201VGo0GVD/ GIsnVhb+£dS9vvGz0HaC T T9yHkTgtdPe520X033nBERypS2R60
UUEWs1lEjpYZIARSr8TprGTEMI ] 1TmT IOAQlPCiEYIVOwr vEobamOMRp4RxicOrNE
bEUITIE432CyE3R5eY+ee2kyITiQvpCwsHtS8T7rlthviCelocuS¥YSeSGyLELScgRCd
vIMZeaHT7 ThQNoICggE6FTRoEa6BeQFC3RYBRbAXYb+02F]1] 3Mcibhabx/1nRnLd7
mX03/kakkcTME=FzaYeUNgBEDUHNSOpmtgcdlkZiud/ ®FnDa/ 40G0HT=5dg/ ScCQL
HC20oQOINE2qPuRDoJRGVQIDAQABoRAWDQY JTRoZThveNAQEFEQADggEEARV lnmni
34xTpZB8glPaCal2eSTws foGpbYr2dtbr/kr94RRgTxvEtXCtbDYRgElvSbwOZ2Qt
hmBSOZCA0cvpbSXiblPazwRmSHI4gyZIFekSYZr3QNayF156YbYxv]EBYRlwvkxk
yJIdk+AgGEOFQBakeclrSNGg+QIyafOIZUFkC874g3GomEggogs] g7 nglém8+RWnET

N — DhIQotedeb2 JwhrGMPhxkLshaCIBimTYn8esBmVV It tMoxD1LEVTMnS+yWETIQz3 e
C. CSRD C
N Jo o

M —N—IFBIED AV R LA TR BF . [SSL
Decrypting SSL Traffic: The SSL server certificates catalog contains the certificates for the SSL services you

Server Certificates Catalogl[CFRRSN TS HELEHIERL wish to deeypt
@L\(J:a :\;E\E% 7_ éL\ P i www.cybertrust.ne.jp (www.cybertrust.ne.jp , self-signed, expires: 29 Jul 2014) Edit

Create new SSL certificate

S5L certificates are used to identify the S5L services you are running, and they are needed to decrypt 550
traffic. Self-signed certificates should be signed by a Certificate Authority before being used on publicly-
accessible services.

Create Self-Signed Certificate / Certificate Signing Request

Import S5L certificate

You can import an SSL certificate (and corresponding private key) here.

@ Import Certificate

©Cybertrust Japan. All rights reserved. www.cybertrust.ne.jp



2 SEFAEDHHLIAA

BEIREDEHLAAETVET,

YERLLT= CSR E=TH AR T4 X TRILNTI -----BEGIN NEW CERTIFICATE REQUEST---—- | /v 5 . [ --———-END NEW
CERTIFICATE REQUEST--— | £ TENA( TV EESHTRTIE—L . WEB DEHIFHANCK) DERF I —LANBYAIT T,
BUAANBHLAKEIN, B8, IXNFTERITHEELMEITTETEZHADTT I EEZLLEE,

XWEBD B FHANELULTRYSFIAWNEETET, <CSRYUTIL > XBALAHFSH AW LT EE A,
¥sureBoard [ BEGIN NEW CERTIFICATE REQUEST-——-

https://sstra.cybertrust.ne.jp/IRA/loginSb/ | ==+
MIIEhDCCA2wCAQAWgYkxCzAJBgNVBAYTAkpQMQ4wDAYDVQQIDAVUb2t5bzESMBAG

reHan n

V¥ SureHandsO ATUEBWWITWIUYXRVLWt1MSIwIAYDVQQKDBIDeWJlcnRydXNOIEphcGFUIENVLIXM
https://sstra.cybertrust.ne.ip/IRA/loginSho/ dGQUMRIWEAYDVQQLDAIUZXNOIFVuaXQxHjAcBgNVBAMMFXRIc3QuY3IizXJ0cnVz

2t/rD9fTPgo7udaYzw4BpnAgLmGgy3XpsvCo6f4ROcFsgrk05FgeUCaeDFylIEST

MAIZTHEBHLAAARNBTOBEZITL. TRTOBFEHETETRICH—/N—FIHEEH
FWELET, (BFEA—LIZTBHESELV=LET, )

H—N—EFBAERRTEINELED, ROXTYIANBEALIESLY,
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SEEBEDS 7 O—K

WA AL EEGE DY —/N—SERRE L PR CASEFAEE SRV O—RLE T,

(1)U —N—EEAEDA IV O—R
H—N—EFRAZENARITINFELEL, SFRAERTOS ML EDOA—ILAY I XYERIZAO0—RL, [.cer]*[.txt] %
EDILRRFTREFELTLESL,

XH—N—SFBRZEDA Y O—RIZDNTIE, BLTRESSEEE,

https://www.cybertrust.co.jp/ssl/support/download.html

(2] PR CAREAEDF Y O—R
Y—N—FEAEECFIAOR. BEVOBE~RRECATERED AV AL ABELRYES,

CERRNVEEWVEERICKYDERZIIRAENRGZYET DT, ALRAZOBEEZCHERDIZA. UTREHR—LR—UND
A a—kRLTLES0N,

VI)L—h PECASEFRZ DA A—R

https://www.cybertrust.ne.jp/ssl/download-ca/
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v

Administration interface ~A%7 1>

®.

Home B AVS([Catalogs] 2 T &0 ) LE T,

2. [SSL1RT&EVIVILET,

3. [SSL Server Certificates Catalog]|=/' )L %
ER

4. CSRYEALEFIZ[Name] THEE
L/ig—o

LI=E=ES)yY

=

BH—/N\—iIRREL PR CASIBAZEZ AV AM—ILLE

T e ﬂimkﬂm;nnmm L"..#M fiwm iy Help
Caralogs’ Locaticas.  GLE Servkoss Idn Mﬂ Apt j—“ ot ! &M Ral Cloud Credentialy
Exira Files
BEL Cak e Eha REESUITAE ¥O anage &
B 5L Server Cermiicates calalig n 4| e
Dwcrypting 551 Tradilc: Tha S5 Servar at i -
P DNSSEC Private Keys cntaiog | it
M-t iUieng DNSSEL dirpeirteies! Treg DPGSSEL $7ra 308 N CHTEC) COALANTE D7y B abvd Uit [ Bde DAVESED SufPablal 1] £ b0 8
B Cerlilicate hothoritien sed Corsd LinEy calataq .‘Eldl
:ammw Benty snd Modes: The Certficabe dthor and Cartilicabe Rapepcation Listy Catalog contaery tnasbed certlicates any i when suthenbrating
i with S5 Trustied oatieated ol e cetbeste Suthosiied of U ORPfe e Ui L3 Sa)0 Lot = ide
B SSL Clest Corificates catadog & | ndi
]MHWM#!*H i He-sacrypiing Tradlis: The G5 Wt Carticates CHtaing contang PR ceticaas ubad whan e Trafle Banaagar m FebnEes a7 )
SHharvil S5 neda
W Home O Servioes | [0 olatooy | § Dlagease = Actidity & Syilem Wizards =i Hela |

Lecations  GLB Services Melet  Rava  Apthmidrer  Mosilors | 550 e erver ©erls
Clewrdl Crodemilals  Lxira Files

Cataloga: Balhesticalins  Protections  Persislesce  Bandwidih  SiH  Rale

5% Sorver Corfificatoy Calaleg

Decryptiag S50 Trsilic: The S50 sdredd ORtiiitel COBM] CONEEang thit Caitla abad 1or e S5, LaTvelds witis aegh BO daorvpl

» wrenw_cyberimslne jp | wenw. cyberirastne jp . ol algead | wxpires: 39 Jul J0E4)

Creale aem S50 remiifiais

SrRCated B Ui D MRy e 5L BERGDES. w00 AR FURNING, BN Dhary e Pebded 10 decrvpt S50 trale. Self.signaed CeniScates should b sianed by & Caricats

Sagthority bafors bang uasd on publclv-scossbie Terace
| Creste Self-Signed Certificate | Certificate Signisg Begeest

Imper! 551 cartilicate
Yo Ll gt s 551 Certlicabe [and coeTespondng pewate ke here

1| ot Cortificate

©Cybertrust Japan. All rights reserved. www.cybertrust.ne.jp




.nIE Hﬂ %d)"" I\_)ll

5. [Export CSR/ Sign Certificate ]&%2')vZoL | =, ..
F9,

Catalog

Certificote: www.cy!

Thus form lets you edit, copy, sagn or delete your SSL certificate,
Lagt Modified: 29 Jul 2013 10:51

Edit certificate

Certificate Name: waw Gbetrusine o

Common Name (CN): wwe Cbemstne o

Organisation (0): Croenrust Japan Co Lid

Organisational Unit (OU):  Technical Drision

Location (L): Minatc-y
State (S) Toryo
Country (C): JP

Valid for: 1 year v
Key size: 2048 bas v_}

Notes (not public):

Updan Canficale

Copy certificate

Enter 3 short name to identify your new certficate

Sove As; VAW O SaYuUsing ip (O aicae |

Certificate signing

This 5 a self-signed centficate, so it 1s Not sutable for 3 publcly-accessble service, For this purpose, you should obtan 3 certficate that
has been signed by a trusted ‘Certficate Authority

:_&J Export CSR / Sign Certificate H

Delete certificate

This certficate is not used by any virtud servers,

A R D R T
[ Deiesecentticate . | ] Confirm

©Cybertrust Japan. All rights reserved. www.cybertrust.ne.jp




6. YU—N—IIRAEEZTFRANITAREETHE., [

Certificates

Catalog This form helps you to sign your certificate.

BEGIN CERTIFICATE----- | /5[ -----END CERTIFICATE----- | Certficate Sianing Request (CSR)
i —C\\\ \ /r 7 \/ % /%\ &) -t —a— /{ -t :l t"_ L/ -t ,H\£ L) 11—[.7— i —a— . Your Certificate Authority will use this Certificate Request text to create and issue a trusted certificate, based on th‘%_ certificate.

***** BEGIN NEW CERTIFICATE REQUEST-----— [“

MIIC1lzCCALBCAQAWGZEXCZAJIBgN AYTARpQMQEwWDAYDVQOIE bzESMBAG

7. rU pdate Ce rtlflcateJ #:QDEOIJ\\JOL/QE?_Q AITUEBXMITWIuYXRvLWt IMSIwIAYDVQRKEx1DeWIlenRydXNO

) IEphcGFulENVLIxM
GQUMRsWGQYDVQQLEx JUZHNobml YWwgRG12aXNph2 4xHTALBgNVEAMTI FHA 3dy 55
eWJIlenRyd¥NOLmS 1 LmpwMI IBT S ANBgkqhkiGOwOBAQEFAROCAGBAMT IBCGRCAQEL
VGO S'FE"GJEm'F'.":i’deV'JGZ'JHaC‘JBYH%T tdPe5z0X033nBERypS2A60
YZIARSr87prGTEMI] 1Tm 7 ICAQLPCiEYIVOwrvEobamOMRp4RicOENE -
bEUITE432Cy83R5eY+ee2kyJTiQvpCns iCcOcus¥5e9GyLELScqPCY
vLMZeaH NoICggEEFTRoEafBeQFC3RYERLEXYR+02F17 3Mcibhabyx/ 1nRnLdT
0¥03/kakkcTMEsFzsYeUNgBDUHRSQpmtgc91kziud/xFnD2/ 4060HT=9dg/ 300
®CeooRQOINf2qPuRDoJRGVQIDAQABoAAWDQY JTRoZThveNAQEFBQADggEBARY InmnA
34xTpzeglPzCalle STwdfcGpbYr2Tthr/krS4RRgTRvEtXCtbDYRgE LvShw022Qt
hmESC20A0 SX3iblPazwRmSHI4gyZIFekSYZr3QKZyFl5GYbY Xy

zorQa2
uUfWslEj

£587xl5h

DhJQCt6Jeb2

wArGMPhxkLshsCIBImTY

Replace certificate

Once you have received a new certificate, paste it here to replace your current certificate. H

IMAkGAIUEBhMCS12xTzAhBgNVBACTGRNS YmVydHT1e30g SmEwYW4gR2 Bu
LCBMAGQUMS IwIAYDVQQDEx1DeWJIlenRydXNOIEphcGFulEVWIENEIECYMB4XDTEZ
MDcyCTA3M] gxM10XDTEzMDgyOTEONTwMFowgegxEzAREgsrBgEEAYT 3PATBARMC
S1AxFzAVEgNVEAUTDS AxMDQtMDE MDY IMDEWMR swGQYDVQQPExJWMS 4wLCEDLGFL
c2UgNS40YikxCzAJBgNVBAY TARpOMRIWEAYDVGQIDANMnbHkugzpg 7 0xDzANBgNY
BAcMBuadr+iMuiEtMCeGALUECwh44K144Rk440Q4408440I440p44K5440I5gCy
SbyE5LyaS6S+MRewGQYDVEELExRITUZWNobml ] YiiwgRG12aXNpb2 4 xHTALBgNVEAMT
FHA3dy5ieWIlenRydXNOLnS 1 LmpwMI IBI {ANE kiG9wOBAQEFAROCAQEAMIIB
CgRCAQERZzorQZ201VG00GVD/ GI=mVb+£d9vvGz0HaC7I9yHRTgtdPe520X033nEE
KypS2AE0uUfWslEjpYZIARSr8TprGTENI 1Tm7 ICAQLPCiEYIVOwr vRobanOMRp4
RxicOrNfbEUTIE432CyB3R5eY+ee2kyITiQvpCwaHESSTrliaviCeloud¥5e9GyL
ElScqPCOvIiMzeak7 ThQNoICggEEFTRoEa6BeQFC3RYBRESXYb+02F1 3Mcibhabx
/1nRnLdTmX03/ kakkcTMRsFz2YeUNgBDUENSCrm+tge91k2iud /xFnDa/ 40G0HTsY
dg/SctQLxCeooQOINE2gPuRDoJRGVQIDAQABO4 ICVICCALEWCQYDVROTBAIWADCE
ugYDVROGEIGYMIGYMIG=BgorBgEEABE+ANGBMIGAMFcGCCaGAQUFBwWICMESaSUZY
ciBtb3J1IGR1AGFpbEM=IEEs ZWE2z2SE2aXNpdCBvdrIgd2Vie21028BodERwe 20V
L3d3dy5] eWJlenRydXNOLnS 1 LmpwIC4wQgY IRWYBEQUHAGEWNMh 0dHEz01 8vd3d3
LoNS¥YmVydETle 3gubmUuanive3N2L3J1cGEzaXRvenkvalSkEXguaERtbDCEQYI
RwYBBQUEAQEEGZgwgZUwPgY IRwYBBQUEMAGGMMh OdHAELy S zdXT1c2VyaWv LW 93
©32u¥31izXJI0enVzdC5uzSS5geCOPY 3NWU2VydmV yMFMGCC 2GAQUFBzAChkdodERw
Ci8vc3VyZXNlemlleylicmwu¥31iZXI0cnVzdC5uzis5qecoTdXIIU2VydmVyLzIw ]

Update Certificate

©Cybertrust Japan. All rights reserved. www.cybertrust.ne.jp
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Certificates

L= —N— R EON AN RINET,

This form lets you edit, copy, sign or delete your SSL certificate.

8. [Your configuration has been updated. |t R RS41, sst. L

Last Modified: 29 Jul 2013 18:29
Edit certificate

Your certificate has been signed by an external 'Certificate Authority'. You cannot edit the values in this certificate.

M ETY—/—EAEDIV A —ILIE5E T

Subject: Issuer:
i > g Site (CN): www.cybertrust.ne.jp Site (CN): Cybertrust Japan EV CA G2
(o) Company (0): HA = SRS Company (0): Cybertrust Japan Co., Ltd.
Company division (OU): Technical Division Country (C): 1P
Location (L): BE
State (5): HEER
Country (C): P
Expiry:
valid from: Tue, 30 Jul 2013 09:55:26 GMT

- — Valid until: Fri, 29 Aug 2014 14:59:00 GMT
ﬁb\ z m FﬂCA=iEHﬂi®4\ ,XF_)LE?TL\ Other details:
J A Y E Key size: 2048 bits
Serial: 62:39:02:01:89:c6:5e:c7:81:d5:b0:32:28:4d:79:6a:d4:4c:5d: 1c
as d o

Notes (not public): [

(2] EICASEEAZE D1V Rh—IL

XPELZDECASIBAZE T TIZAV AM—LFAR DB AL, RE SRR
Z;E—Ga-o Enter a short name to identify your new certificate:

Save As: |www.cybertrust nejp

1. [Add Intermediate Certificate |Z ') LE T, e

This certificate has been signed by an external 'Certificate Authority’. You can update it if it has nearly expired, or get a new
certificate signed by another Certificate Authority.

Export CSR / Sign Certificate

@ Add Intermediate Certificate .

Delete certificate

This certificate is not used by any virtual servers.

Delete certificate [1 confirm

©Cybertrust Japan. All rights reserved. www.cybertrust.ne.jp
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2. [Certificate Issuer:]EL TAV AR—ILANE s
ARECATHBOEHRATRENETD | oov i i e s s
T. FAICAUO0—RLI=HhRECASIRRE L Intermediote Certificate
_ﬁL—CL \éu:c‘:jéﬁﬁ?g\ Lgs j—o Tha mtermediabe certificate (f ary) must m e following details:

Corilicate Issuer;

3. [BRBIRAEIYILT BETHRMC Compay (1 ot g . 10
AFEBAEZEEEELE Y. '

4. [Upload Intermediate certificate 1% %2') v 2L cetfatafie =1
=9,

[ Lipioad inmnediabe corblicals n

Enter the lecation of the intermediate

©Cybertrust Japan. All rights reserved. www.cybertrust.ne.jp
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551 + Your configuration has been updated. H

Certificates

5. [Your configuration has been updated. |ERRSNFET,

This form lets you edit, copy, sign or delete your SSL certificate.

6. [Intermediate Certificate 1 Issuer:]&L T, 1> Ah—JLLT= B

Edit certificate

STAREE () IE R AVE =
=] o = 0) B \ 7N ° Your certificate has been signed by an external ‘Certificate Authority’. You cannot edit the values in this certificate.

Certificate Name:  www.cybertrustne jp
Subject: Issuer:
Site (CN): www.cybertrust.ne.jp Site (CN): Cybertrust Japan EV CA G2
Company {0): - FSAME R Company (0): Cybertrust Japan Co., Ltd.
Company division (QU): Technical Division Country (C): P
Location (L): BE
State (S): HTER
Country (C): »
) -ts = i ~ [— -ts Expiry:
N CA ] 0) / x _)Ll j‘c A valid from: Tue, 30 Jul 2013 09:55:26 GMT
E o Valid until: Fri, 29 Aug 2014 14:59:00 GMT
Other details:
Key size: 2048 bits
Serial: 63:39:02:01:89:c6:5e:c7:81:d5:b0:3a:28:4d:79:6a:d4:4c:5d: 1c n
Intermediate Certificate: Issuer:
' Eantt— 11— = A Site (CN): Cybertrust Japan EV CA G2 Site (CN):  Cybertrust Global Ract
. 7DX)[/ e I\ I — &Eo) Company (0} Cybertrust Japan Co., Ltd. Company (0): Cybertrust, Inc
Country (C): pl

JAXIL—bARECHREDG &, [[2]FECAGIREZ DAY e ot p
Ab—=IL] - 1~6DFIBEHRYRLATL, YOI —H R ECAGE
BREE/V AM—ILLET, )
v 7|:|X)|/—|\jj_ ﬁ@ﬁ%% T Enter 3 shart name to identify your new certificate:
Save As: | Www cybertrustne jp (o]
20256 H1 B, MEREMIHYELA

Certificate signing

This certificate has been signed by an external 'Certificate Authority'. You can update it if it has nearly expired, or get a new
certificate signed by another Certificate Authority.

Export CSR / Sign Certificate
Update / Add Intermediate Certificate

Delete certificate

This certificate is not used by any virtual servers.

Delete cerificate [ confirm
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XAIH(E, TVirtual server |ETPool IBMERLE A THAHCELERTERELTLVET,

[1)Virtual Server®D % E
1. Administration interface /\Dﬁ\/r‘/fﬁ\ ﬂHome|@Services atalogs £ Diagnose | % Activity & System WWizards [V] Q Help
Homeﬁﬁb\l\o[Ser\nces]gj\éblj\yG Configuring: Traffic IP Groups | Virtual Servers ﬂls Config Summary

Li j— Virtual Virtual Servers Unfold All / Fold All
° Servers A virtual server accepts network traffic and processes it. It normally gives each connection to a pool; the pool then forwards the
97\5 | i traffic to a server node.
. w .g—
2. [Virtual Servers] V9 ILET, b e e, b 80) A 3 |
3- EQX'_EE'/T?51&2F&E\ -'j-_/\\\_w% %EO Create a new Virtual Server
IJ ‘y7 L/ij—o Virtual Server Name:

Protocol: HTTP

Port: a0

Default Traffic Pool: ‘tesb{?ﬂds cybertrustne jp [v]

Create Virtual Server
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XAIH(E, TVirtual server |ETPool IBMERLE A THAHCELERTERELTLVET,

4. [SSL Decryption] 1& 7U‘\J7 L/—g:-—é_o :irtual Virtual Server: test (HTTP, port 80) Unfold All / Fold All

Pools used by this virtual server:

discard

Defsult

Last Modified: 25 Jul 2013 15:54

¥ « Basic Settings

The basic settings specify the internal virtual server protocal that is used for traffic inspection, the port and IP addresses the virtual
server listens on along with the default pool for handling traffic.

Name: test 9:4
Enabled: @) Yes O No
Internal Protocol: HTTP
/ Port: 443
/ Default Traffic Pool: |
Listening on: @ Al IP addresses
/ O Traffic IP Groups ...

.>:< J)/L—F@EQ;’“‘E[:@’J'CL\é:tgﬁﬁéEL'C(ffél,\o O Domain names and IP addresses ...
Notes:

[Enabled:]: Yes

@ View traffic on World Map

[Internal protocols]: HTTP (Inertnal D7OrILEIEE)

[Port:]: 443 > i Rules Edit

TrafficScript rules provide sophisticated traffic management functionality.
. e

\[Default Traffic Pool:] fEFAL 7= \PoolZ:ZE 1R / > o sst Deceyption car [}

SSL decryption can decrypt S5L connections before processing.

P i Classes Edit

Classes modify the operation of this virtual server. You can apply Service Protection, Bandwidth Management or Service Level
Monitoring classes.

a
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FKIFX, Virtual server &M Pool IDMEREA THHLEHIIRELTLVET,

[ss| decrypt:] &l Yes|[CEELET,

[Default Certificate:]IZ{fE A9 & —/N—ZL
BAEZBIRLET,

[Update |/R2 &S )y ILET,

Virtsal Server: test (

n de

ocens the conmedt

$SL connechons. Thes of

NG 2PN

880 rom your nodes. and ows the v

A\ SSL Decryption

These settings ¢

Whther or not the vetiasl server shoukd decrvs) g SR trafic
wl_decrypt: D Yer o

Whieh SSL contAcate(s) shos

conrectons are decnoted

thes wwiuad sarver use?

Addtont certhicates ¢ supphed 10 match dfferent skes Posted by v

tust . YOU Can aDecly & Sffgrert Sertificate for any hostname o 1P
)rens. The widcard character ™ can Be used 1o match sultole
Mostrames. ¥ norwe of the addresses or hostnames match the defautt
certfcate wil De used

Nofe: HIEENIme MIDFNIE regun
wxtenmon, which 18 not soperted by ol trowsers

certificate; Default Cartiicate: | #we CASTUMNNG 10 (Www SOV e 0 Erpwes 29 4ug 2014 vn

Add certificate mapping:

1P Agdress | HOst Name

WEoort of the TLS 1.0 Server Name

Corticate -
T Manage SSU Cortificates

Whather o not the Wit server shoudd 234 HTTR headers to 4ath reguest 1o show the SEL Commection Dar ametens
wi_headers Yes Ol ™

I the traific Mana0ar IS 1e0erang rafic S4nt from anothwer traffic manag
©L12 wlamation on the true ongen of the

W, than snabing thes opton wil alow £ 10 decode
Nechon. Ths iformeation is suppbed by the first traffc manager

wl_trust_magic Yer ©mo

Whther 0¢ ROT 10 $end 3n SSLUTLS “chose Mert” whin The traffc manaer i Natng an S5L SO0 daconmemon
sl _send_close slerts Yo v N

Whather or 1ot 10 prefer S5LvD Over TLS whan the thert 3006 Both. $5LVI i shoptdy anter %

dont al v DUt st sand the Ohentisallo ndade & Tha Sefaul coton & to prefer TLS "
vuinerabdties in tha wiry block Gphwrs are used Defore TLSv] 1
sl _prefer_sshv Yer > No

» SSL Clhent Authentication

These settnds control how Chants 3e JtherDCaed n SSL Uransamons

» SSL Clent Cortificate OCSP Ohaciing

These SATINOE CONEIOl Now tha trafic Manager (Hacks the revocanon of (et cemficates o

Aoply Chasges

port 50) Umfold Al / ol Al

D
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K AIEL, [Virtual server ]&TPool IBMERFA CTHAEERHTIRELTULET,

9. [Your configuration has been updated. |EF&  |s e o |
— Decryption
7_|T é *l/ i —d_ o " ual Server: test (HTTP, port 80, SSL-decrypt) Unfold All / Fold All

Your virtual server can decrypt and authenticate SSL connections. This offloads SSL processing from your nades, and allows the virtual
server to inspect and process the connection.

10. [SSL Decryption]|[ZBzhIKREE R I XD v+ ssconenmen T
3—_1‘\/775‘\0% i—g_o These settings control how SSL connections are decrypted.

Whether or not the virtual server should decrypt incoming SSL traffic.
ssl_decrypt: ®ves O nNo

Which SSL certificate(s) should this virtual server use?

Additional certificates can be supplied to match different sites hosted by this
virtual server. You can specify a different certificate for any hostname or IP
address. The wildcard character ™' can be used to match multiple hostnames.
If none of the addresses or hostnames match the default certificate will be
used.

Note: Hostname mappings require support of the TLS 1.0 'Server Name'
extension, which is not supported by all browsers.

certificate: Default Certificate: | warw.cybertrust.ne jp (www.cybertrustne jp, Expires 29 Aug 2014) [v]
IP Address / Host Name Certificate Remove
210.169.211.57 www.cybertrustne.jp (waw.cybertrustne jp, Expires 29 Aug 2014) [ ] (]

Add certificate mapping:
IP Address / Host Name:

Certificate: Select a cerificate [v]

Manage SSL Certificates

U ETHRETET TY,

H—N—EIBREFELETYEV T LEIPPRL R £1=ER AN (Zhttps(443) D7 VX H3EH o1
Bae. RELEY—N—HREEZFRALEB S ERENTHOLNIET,
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6.SSLi@E{S iR

_|j_

AEAEMNELGRESN, T7—PtEFXa)T4EENRTINT . IE
HIZSSLBEMNAIRE THAOEZMERLFTT,

« SSLIBEDERIIZELETO>TCVA Y —N—LISNDOWEBT SO PRI — T+
BEDETIRAR, B TSSLY—/NGIRE EAYR—NY—IL DY —/NGTERE
DETEHEENDITOEEHRELE T,

E&J & EE AitA 'fy |
<Edge> <Firefox>
(5] https//www.cybertrust.co.jp O 8 https://www.cybertrust.cop
<Chrome>

@ cybertrust.co.jp

KGRI X 1) TAZEECIT—ARRSINDIGAIE L TEBHHERBOISSLEER
DEFA)TAEERIT—IZDOWTIEZSHIRESLY,
https://www.cybertrust.co.jp/ssl/support/faq
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