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> SSLESEI 7 A IICHET 1 LIFT1T&RBBRULET,
SSLESE I 7 M IV ZimEL. DT+ L5+ J%&{server section} OH(CFERULET,
m ssl_stapling on;
B resolver IPaddress [valid=time];

X SSLERTE T 7 A ILE. BERNDBEL\DNnginx(C KD RIZDIHEN D
DX,

f5) nginx1.6.2:---example_ssl.conf ‘ HLj;r; 143 ssl
X BEROBEIC&D I 7 (L0 NRBOFTOT, BACADE server_name s example com:
THHEHBERLIZE0N,
X AL T4 LD NJMEBDT 4 LI KU ERDZET, ssl_cerfificate  /etc/nginx
% ARFIAS NCRHUTORERHELTTERALTHDET. ssi_certificate_key /etcingi
ss|_stapling on;
resolve
=S| T7A1IV%&
ssl_session_cache shared:5S5L:1m;
H—)\—)L— /etc/nginx ssl_session_timeout 5m;
WER I 7L - sSERAE DI 7 1)L , ssl_ciphers HIGH:laNULLIMD5;
RETLOKY /ete/nginx/ss|_certs ssl_prefer_server ciphers on;
SSLESTE T 7 1 )URFT « L kU | /etc/nginx/conf.d/example_ssl.conf ocation / {
H—)\—Z[ERZE - (HESCAZFBE root .-'ulsr.-'share.-'nginx:."html:

BRI 7 AILEG certs.pem . index index. html index_htm;

BT 7L server.key
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BT L OFT14 TDERIITEZSE(CLTLIEE0,
m ssl_stapling on;

v
listen 443 ssl;

OCSP stapling %ﬁ?‘b(:bi@'o server_name www.example.com;
. . ssl_certificate letc glr fssl_certs/certs pem;
[ resolver IPaddress [Valld=tlme]; ssl_certificate_| PH\r fetc/nginx/ssl_certs/server key;

ssl_slapl_lr_l.g.gg_;w_ v YN et A

H— }\ b\%ﬁllﬁﬁF/;%(c_'fﬁﬂq@_%DNSﬂ' }\ DIPF7 I\I/Z%EDE \UFET, resolver X0 OO0 00 XK valid=300s;

“ o = 55 sion_cache shared:5SL:1m;
DNS'U'_} \—(J?E@Efﬁﬁjﬁﬁf?o ssl_ sion_timeout 5m; °
ZOBSHEBRN—REZIT, HIFTIPT RLRZTRUET, Seipretcr server. ciphers on;

location / {

) resolver XXX.XXX.XXX.XXX valid=300s; root fusr/share/nginx/html,

index index html index_htm;

[IPaddress] (CEE. BEHRKEBEOABZELIMULUTLIZEE0,

erver {

listen 443 ssl;
BB (COCSP Stap“ng%ﬁ& D UEUVMRABS 7 NC(E, WROIRAE server_name www2.example.com;
- kad{server section}NCOCSP stapling(CE I 2B =L Tbi ssl _certificate  / inx/ssl_certs/certs2.pem:
YA ssl_certificate_key Jetc/ nJln ssl_certs/server2 key;
ssl_session_cache shared:55L:1m;
AERDHBITIHMFEY 1 ~ <www.example.com> (C(ZOCSP stapling ssl_session_timeout 5m;
ZEATE. REYA ~<www2.example.com> T(FOCSP ssl_ciphers HIGH:1aNULL:IMDS5;
Stapllng%ﬁ }J(LL/_C(/\ig'o ssl_prefer_server_ciphers on:
location / { A _
SEEEDREY A b (T T4)L hF—)N—) (CTOCSP stapling 30 A

(CLTWD &L BETFDIRIED A R TOCSP staplinghM Bz (TR SR
BERSDDET., EFRIZE0N,
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> nginxzlikEgEIULEd,
REZBRCTBIEH. nginxDBEEZITD> TIEEL),
m HY—){—{&I1k : /etc/init.d/nginx stop
m H—)(—iie#) : /etc/init.d/nginx start

XCHADRBICKDFELUTIE. OV RABRBGENSDDET,
% [nginx restart] OVY> RTHEEBZITOEHES. EUKRIRESNRVMGENHDET .

OCSP stapling®DsSE(I L TR T T,
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» OpenSSLOIVY > RZFIAL. #EDERZITV\ET .

B openssl s_client -connect example.com:443 —-status

« OCSPODIGENESENTWLBRIZEIC(E. LUTFD [OCSP Response Datal WMHASENET,

openssl s_client -connect example.com:443 -status
CONNECTED(00000003)
OCSP response:

OCSP Response Data:
OCSP Response Status: successful {0x0)
Response Type: Basic OCSP Response
Version: 1 (0x0)
Responder Id: C5D35618C8049B52D1BF6BCBEED37045°0D93F8A7
Produced At: Feb 11 21:25:51 2015 GMT
Responses:

OCSP Response Statush'
successful &2 > TLWTUE,
RTEIFIEL <ITHNTLET,
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« OCSP stapling(C3EM DI\ =3 > =)=V I NI T TVHERXUOREENE LU < RUVIZE.
OCSPDISEMNEENT . LLTD [OCSP response: no response sent] MEAEINET,

openssl s_client -connect example.com:443 -status
Loading 'screen’ into random state - done

CONNECTED(00000170)
OCSP response: no response sent

Y~

OCSP Response Statush'no response sent
ETRDTULWNIE, BREFIEL <ITHNTULE
T Ao
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«  nginxM 551 /\— bS5 X bDOCSPY —/\—EHRMNHERTZH. LUTF EhttpBENBIRETH D
MR LU TSIZS0N,

B SureServer[2048bit] / SureServer[SHA-2]
http://ocsp.cybertrust.ne.jp/OcspServer

B SureServer EV[2048bit] / SureServer EV[SHA-2]

http://sureseries-ocsp.cybertrust.ne.jp/OcspServer
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